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Hacktivist group says it will release work email addresses for more than 170 U.S. State 
Department employees in fifth round of Operation Last Resort attacks. 
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Who Is Hacking U.S. Banks? 8 Facts 
(click image for larger view and for slideshow) 

The Anonymous hacktivist collective announced that for Presidents' Day, it hacked the U.S. State 
Department. 

Under the flag of "Operation Last Resort," the group Monday claimed "we still have our warheads armed" 
and announced that for "round five" in its attack campaign, it was releasing information gleaned from a 
State Department database. The data dump -- or dox -- appeared to include work email addresses for 
over 170 U.S. State Department employees, as well as some biographical details, and to have been 
pulled from a database entitled "test_hrwg_careers_usa_ctc_com." 

"Our reasons for this attack are very simple. You've imprisoned or either censored our people. We will 
not tolerate things as such," according to a message included in the Anonymous data dump. "Aaron 
Swartz this is for you, this is for Operation Last Resort," it said. 

[ Want more on Anonynous? Read Anonymous Says DDoS Attacks Like Free Speech . ] 

A spokesman for the State Department didn't immediately return a call seeking a request for comment 
about the assertion by Anonymous that it had hacked into and released data from one of the agency's 
databases. 



The Anonymous Operation Last Resort campaign was launched in the wake of the suicide of Internet 
activist Aaron Swartz, who had long suffered from depression, and who was facing a 35-year jail 
sentence after being arrested in 201 1 on hacking charges. Those charges stemmed from Swartz 
allegedly downloading millions of articles from the JSTOR academic database, in part via a 
Massachusetts Institute of Technology server closet. In the wake of Swartz's death, many legal experts -- 
as well as Anonymous -- have called for a reform of the country's computer hacking laws . 

As noted by Operation Last Resort, the State Department dox was the fifth round of its attacks made in 
Swartz's memory. For those keeping score, the group executed three rounds of hacks against U.S. 
government websites and databases, as well as other entities involved in Swartz's case. That included 
leaking credentials for 4,000 U.S. banking executives that had been obtained from the Federal Reserve 
System, hacking and defacing the U.S. Sentencing Commission website, and hacking MIT . The group 
appeared to fail in its fourth bid, however, which was to interrupt the live stream of President Obama's 
State of the Union address last week. 

Are the Anonymous attacks just publicity for the reform of computer crime laws that the group has been 
demanding? In fact, the attacks appear to have been more damaging than simple defacements or 
database dumps. Indeed, more than a month after Anonymous launched its attack against the U.S. 
Sentencing Commission's website , the site appears to remain hobbled, and features only a single "under 
construction" page, which displays key agency phone numbers, a "save the date" note for a national 
training seminar, and a link to an external U.S. government website for comment on "Federal Register 
Notice of Proposed 2013 Amendments to Federal Sentencing Guidelines and Request for Public 
Comment." 

Furthermore, when the agency needed to distribute a major new report on federal sentencing practices 
that stretched to thousands of pages, it had to find someone else to distribute the report online, reported 
The Wall Street Journal. The agency reached out to Ohio State University law professor Douglas A. 
Berman, who posted it on his website . 

"I would like to believe our government is functional enough to find some other way to get this out 
officially," Berman told the Journal. "I don't want to be the only reporter of record for all this material." 
Currently, however, the commission's single website page currently says that anyone inquiring into the 
report should contact the agency's office of public affairs, by telephone. 

Anonymous, in a separate effort, also claimed Monday to have doxed the investment banking firm 
George K. Baum & Company by releasing copies of some customer records via ZeroBin . That 
information appears to include email addresses and account numbers for over 150 customers. Why hack 
that firm? Via Twitter, Anonymous claimed that the investment bank had ties to private intelligence firm 
Strategic Forecasting Inc., better known as Stratfor , which was reportedly hacked in 201 1 by members of 



LulzSec and Anonymous. Authorities have accused alleged LulzSec participant Jeremy Hammond of 
masterminding the Stratfor hack, among other crimes. If convicted of all charges, Hammond faces life in 
prison. Anonymous also defaced the George K. Burn website, uploading a page that read: "We also 
know about your finances here Government of the United States ... Are u sure you want to continue this 
game?" The page was removed from the website by Tuesday. 

Of course, Anonymous isn't the only hacktivist group with designs on American institutions. Notably, the 
Izz ad-Din al-Qassam Cyber Fighters have also threatened to resume their campaign of U.S. banking 
website disruptions. "We had warned formerly in the event that the offensive films wouldn't remove, we 
will be forced to resume Operation Ababil," said a Pastebin post uploaded Tuesday. 

The Muslim group's distributed denial-of-service (DDoS) attacks against banks were launched last year, 
supposedly in retaliation for the uploading to YouTube of a copy of a film that mocks the founder of 
Islam. To date, various copies of the film have amassed tens of millions of hits on YouTube, although the 
originally uploaded film was removed from the site last month, apparently by the filmmaker. At the time, 
the al-Qassam Cyber Fighters claimed partial victory in their campaign to rid the Internet of the film, but 
said it was still holding the U.S. government responsible for excising the other copies. 

The group repeated those demands in its Tuesday missive. "We now warn you seriously that remove the 
copies of the film and don't make much more trouble for yourselves and online users of the banks, there 
is not much time remaining," it said. 

Offensive cybersecurity is a tempting prospect. It's also way too early to go there. Here's what to do 
instead. Also in the new, all-digital Nuclear Option issue of InformationWeek: Military agencies worldwide 
are figuring out the tactics and capabilities that will be critical in any future cyber war. (Free registration 
required.) 
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LEAKED STATE DEPARTMENT DATABASE 
"test hrwa careers usa etc com" 



State.gov hacked by KxxOp, Zethix, Jarod et Neps. 



www.state.gov database owned hard by KxxOp, Zethix, Jarod et Neps. 



Database: test_ 


hrwg_careers_usa_ctc_com 


[195 tables] 




| AdSku 


1 


| Article 


1 


| AssetReport 


1 


| Calendar 


1 


| Carousel 


1 


| Collaboration 


1 


| Dashboard 


1 


| DataForm 


i 


| DataForm_entry | 


| DataTable 


1 



EMSBadge | 


EMSBadgeGroup | 


EMSEventMetaField | 


EMSRegistrant | 


EMSRegistrantRibbon | 


EMSRegistrantTicket | 


EMSRegistrantToken | 


EMSRibbon | 


EMSSubmission | 


EMSSubmissionForm | 


EMSTicket | 


EMSToken | 


Event | 



EventManagementSystem 



Event_recur | 


Event_relatedlink | 


FileAsset | 


FlatDiscount | 


Folder | 


Fork | 


Gallery | 


GalleryAlbum | 


GalleryFile | 


GalleryFile_comment | 


Http Proxy | 



| ImageAsset | 


| InOutBoard | 


| lnOutBoard_delegates | 


| lnOutBoard_status | 


| lnOutBoard_statusLog | 


| Layout | 


| Map | 


| MapPoint | 


| Matrix | 


| MatrixListing | 


| MatrixListing_attribute | 


| MatrixListing_rating | 


| MatrixListing_ratingSummary 


| Matrix_attribute | 


| MessageBoard | 


| MultiSearch | 


| Navigation | 


| Newsletter | 


| Newsletter_subscriptions 


| PM_project | 


| PM_task | 


| PM_taskResource | 


| PM_wobject | 


| Photo | 


| Photo_rating | 



| Poll | 


| Poll_answer | 


| Post | 


| Postdating | 


| Product | 


| RichEdit | 


| SQLReport | 


| Shelf | 


| Shortcut | 


| Shortcut_overrides | 


| StockData | 


1 Story | 


| StoryArchive | 


| StoryTopic | 


| Subscription | 


| Subscription_code | 


| Subscription_codeBatch 


| Survey | 


| Survey_questionTypes | 


| Survey_response | 


| Survey_tempReport | 


| Survey_test | 


| SyndicatedContent | 


1 TT_projectList | 


1 TT_projectResourceList | 



TT_projectTasks | 


TT_report | 


TT_timeEntry | 


TT_wobject | 


Thingy | 


ThingyRecord | 



ThingyRecord_record | 

Thingy_3fmUjtKblUYelwQF3K012w | 

Thingy_4dzCO_BIML5b0kP5exy7jQ | 

Thingy_LyHaliawsoTrjkloLSpldA | 

Thingy_Ojz6nablfzA908EnTfhCNA | 

Thingy_VA6dQvBum8BXS4TJwTsc9A | 

Thingy_VhsMlwi6gpUALxUMG_VDLw | 

Thingy_d0BXz_0H4mloNSlWx3ndKw | 

Thingy_ffAyrRfeWR_7LQrEcCX9sA | 

Thingy_fields | 

Thingy_iXvY16_W992mZ94SJPbSiw | 

Thingy_things | 

Thingy_tr2fuwi2gecKC_hWsx8PJw | 

Thingy_ylbExaMUsxclWMY34ncFDA | 

Thread | 

Thread_read | 

UserList | 

WeatherData | 

WikiMaster | 



WikiMasterKeywords | 

WikiPage | 

Workflow | 

WorkflowActivity | 

WorkflowActivityData | 

Workflow/Instance | 

WorkflowlnstanceScratch | 

WorkflowSchedule | 

ZipArchiveAsset | 

v Thingy_-4elKtvymB_lqaKgzShGIA' | 
, Thingy_70Lc7-8MY_eBQmseaglwlA' | 
Thingy_SY_hEcRsS-QB5QhajlQH2Cr | 
, Thingy_XXEz-BfvNX3lkEYMOYPj_A' | 
adSkuPurchase | 

adSpace | 

address | 

addressBook | 

advertisement | 

analyticRule | 

asset | 

assetAspectComments | 

assetAspectRssFeed | 

assetAspect_Subscribable | 

assetData | 

assetHistory | 



| assetlndex | 


| assetKeyword | 


| assetVersionTag | 


| authentication | 


| bucketLog | 


| cache | 


| cart | 


| cartltem | 


| databaseLink | 


| deltaLog | 


| donation | 


| filePumpBundle | 


| friendlnvitations | 


| groupGroupings | 


| groupings | 


1 groups | 


| imageColor | 


| imageFont | 


| imagePalette | 


| imagePaletteColors | 


| inbox | 


| inboxjnessageState | 


| incrementer | 


| karmaLog | 


| IdapLink | 



| mailQueue | 


| metaData_properties | 


| metaData_values | 


| passiveAnalyticsStatus | 


| passiveLog | 


| passiveProfileAOl | 


| passiveProfileLog | 


| paymentGateway | 


| redirect | 


| replacements | 


| search | 


| settings | 


| shipper | 


| shopCredit | 


| sku | 


| snippet | 


| taxDriver | 


| tax_eu_vatNumbers | 


| tax_generic_rates | 


| template | 


| transaction | 


| transactionltem | 


| userlnvitations | 


| userLoginLog | 


| userProfileCategory | 



| userProfileData | 


| userProfileField | 


| userSession | 


| userSessionScratch | 


| users | 


| vendor | 


| vendorPayoutLog | 


| vendorPayoutLog_items 


| webguiVersion | 


| wobject | 



F.Y.I all of this data is viewable using a few terminal commands, it's just sad that ANY part of the 
database basically can be publicly viewed by anyone. Information is free, as we always say. 



Database: information_schema 
[17 tables] 



CHARACTER_SETS | 

COLLATIONS | 

COLLATION_CHARACTER_SET_APPLICABILITY | 



COLUMNS 


1 


COLUMN_PRIVILEGES | 


KEY_COLUMN_ 


.USAGE | 


PROFILING 


1 


ROUTINES 


1 


SCHEMATA 


1 



| SCHEMA_PRIVILEGES | 


| STATISTICS | 


| TABLES | 


| TABLE_CONSTRAINTS | 


| TABLE_PRIVILEGES | 


| TRIGGERS | 


| USER_PRIVILEGES | 


| VIEWS | 



columns being leaked » 

ableToBeFriend,aim,alias,allowPrivateMessages,avatar,birthdate,cellPhone,dateFormat,department,disc 

ussionLayout,email,emailToPager,firstDayOfWeek,firstName,gender,homeAddress,homeCity,homeCoun 

try,homePhone,homeState,homeURL,homeZip,icq,language,lastName,middleName,msnlM,pager,photo 

,publicProfile,receivelnboxEmailNotifications,receivelnboxSmsNotifications,showMessageOnLoginSeen,s 

howOnline,signature,timeFormat,timeZone,toolbar,uiLevel,userld,versionTagMode,wg_privacySettings, 

workAddress,workCity,workCountry,workName,workPhone,workState,workURL,workZip,yahoolM 

«/end 



"l","NULL","WhittleseyJK","all","NjDUAsXTfsMYQ- 

9w9MVU_A","1299650400","NULL","%M/%D/%y","Regular 

Staff^ M nested^ ,, WhittleseyJK@state.gov^"NULL^ ,, 0^ ,, John"; , other' , ,' , NULL' , ; , NULL","NULL","NULL","N 

ULL^"NULL^"NULL^"NULL^"English^"Whittlesey^"NULL^"NUL^"NULL^"NULL","none' , ; , l' , ; , 0","0","0 

";'NULL";'%H:%n 

%p"/'America/Chicago","useLanguageDefault","5","lJfXT5PINBGyzEK9tjyLww","inherited","{"workCity": 

"aH","department":"aH","homeZip":"none","homeCountry":"none","uiLevel":"none","photo":"aH"/'first 

DayOfWeek":"none","email":"none",''receivelnboxSmsNotifications":"none","homeAddress":"none"/'all 

owPrivateMessages":"none","timeZone":"none",''firstName":"aH","birthdate":"none","toolbar":"none", 

"yahoolM":"aH","workPhone":"aH","showlVlessageOnLoginSeen":"none",''middleName":"aH", "signature" 

:''air',''workURL'':''air',''homeURL'':''none'',''homeState'':''none'',''alias'':''air',''discussionLayout":"none"," 

workAddress":"aN","workCountry":"aN","avatar":"none","publicProfile":"none","dateFormat":"none"/'a 

bleToBeFriend":"none","workName":"aN","receivelnboxEmailNotifications":"none"/'workZip":"aH","icq" 

:''air',''cellPhone'':''air',"timeFormat'':"none'',''homePhone'':"none'',''lastName":''air',"gender":"none","v 



ersionTagMode'^''none'^''language'':''none'^''showOnline'':''none'^''homeCity":''none'V'aim'':"air',"work 
State^"all^"emailToPager":"all^"msnlM^"all^"pager":"all"}^"NUL^"NULL^"NULL^"NULL^"NULL","N 
ULL","NULL";'NULL","NULL" 

"l","NULL","coleybj","all","PqV8mOmr43Ez4FYaUxy3yQ","1326862800","NULL","%M/%D/%y","Regular 

Staff^ M nested^ ,, coleybj@state.gov^"NULL^"0^"Betty^"other'^"NULL","NULL";'NULL", ,, NULL","NULL"," 

NULL^"NULL^"NULL^"English^Toley^"NULL^"NULL'^"NULL","NULL","none","l","0","0","0","NULL"," 

%H:%n%p","America/New_York","useLanguageDefault","5","xRfs- 

aQpSFCipaqiYV4HLQ'V'inherited'^''{'VorkCity'^''air^''department'':''air',''uiLever':''none'',''homeCountry 

":"none'V'homeZip'':''none'^'TirstDayOfWeek'':''none'V'photo'':''air'/'emair':"air',"receivelnboxSmsNotif 

ications'':''none'V'homeAddress'':''none'V'allowPrivateMessages'':''none'',''timeZone":"none"/'firstName 

'':''airV'birthdate'':''none'V'toolbar'':''none'',''y a hoolM'':''air',"workPhone":"airV'showlVlessageOnLoginS 

een'':''none'V'middleName'':''airV'workURL'':''airV'signature'':''airV'homeURL'':''none'',"homeState":"no 

ne",''alias":"aH","discussionLayout":"none","workAddress":"aH","workCountry":"aH","avatar":"none","p 

ublicProfile":"none","dateFormat":"none"/'ableToBeFriend":"none","receivelnboxEmailNotifications":"n 

one'\'VorkName'':''airV'icq'^''airV'workZip'':"airV'timeFormat'':''none''/'cellPhone":"air'/'lastName M :''al 

l","homePhone":"none","versionTagMode":"none","gender":"none","showOnline":"none", "language":" 

none"/'homeCity":"none"/'aim":"all"/VorkState":"all"/'emailToPager":"airV'msnlM'':''air',''pager":"air'} 

","NULL","NULL","NULL","NULL","NULL";'NULL","NULL","NULL","NULL" 

"l","NULL","starks- 

smithad";'all","U7cy3Cs0G782l4zp5ATzFA","1326862800","NULL","%M/%D/%y","Regular 

Staff";'nested","starks- 

smithad@state.gov","NULL","0","Andrea","other","NULL","NULL","NULL","NULL","NULL","NULL","NULL 

"; , NULL"; , English M ; i Starks-Smith"; , NULL"; , NULL"; , NULL","NULL","none","l","0","0","0","NULL"; io /oH: o /on 

%p"/'America/New_York","useLanguageDefault","5","lkpzlTDc61ihZyXW5eYTDQ";'inherited"/'{"workCi 

ty":"all"/'department":"all"/'uiLevel":"none"/'homeCountry'':''none'V'homeZip'':"none","firstDayOfWee 

k":"none"/'photo":"all"/'email":"all"/YeceivelnboxSmsNotifications'':''none'',"homeAddress":"none"/'all 

owPrivateMessages":"none"/'timeZone'':''none'',''firstName":''airV'birthdate'':''none'',"toolbar":"none", 

"yahoolM":"all"/VorkPhone":"all"/'showMessageOnLoginSeen":"none'',''middleName":"air',"workURL" 

:"all"/'signature":"all"/'homeURL'':''none'V'homeState'':''none'',''alias'':''airV'discussionLayout'':"none"," 

workAddress'':''air',''workCountry'':''air',''avatar'':''none'V'publicProfile'':"none","dateFormat":"none","a 

bleToBeFriend":"none"/YeceivelnboxEmailNotifications'':''none'V'workName'':''airV'icq":"airV'workZip" 

:"all"/'timeFormat":"none"/'cellPhone":"all"/'lastName'':''air',''homePhone'':''none","versionTaglVlode": 

"none"/'gender":"none"/'showOnline":"none"/'language":"none"/'homeCity'':''none'',"aim":"air',"work 

State":"all";'emailToPager":"all";'msnlM":"all","pager":"all"}","NULL","NULL","NULL","NULL","NULL","N 

ULL","NULL","NULL","NULL" 

"l","NULL","NULL","all","vHeNkYTHR7a8isnpbPMAsQ","1342501200","NULL"; , %M/%D/%y" / "Regular 

Staff M ;'nested M ;'DIRSoutheast@state.gov","NULL","0","Andrew"; , other","NULL ,, ; , NULL"; , NULL","NULL", 

"NULL","NULL"; , NULL","NULL"; , English","Passen","NULL","NULL","NULL ,, ; , NULL","none","l","0","0","0" 

,"NULL","%H:%n 

%p","America/Chicago","useLanguageDefault","5","n9DsfCpT4dGrRqFEJFz9IA","inherited","{"workCity": 



"air^''department'':''airV'uiLever':''none'V'homeCountry'':''none'',''homeZip'':"none"/'firstDayOfWeek":" 
none'^''photo'':''airV'emair':''air',''receivelnboxSmsNotifications'':''none'V'homeAddress":"none", "allow 
PrivateMessages":"none"/'timeZone'':''none'',''firstName'':''airV'birthdate'':''none'',"toolbar'':''none''/'ya 
hoolM":"all"/VorkPhone":"all"/'showMessageOnLoginSeen'':''none'V'middleName'':''air',"workURL":"al 
l"/'signature":"all"/'homeURL'':''none'V'homeState'':''none'V'alias'':''airV'discussionLayout'':"none","wor 
kAddress":"all","workCountry":"aH","avatar":"none","publicProfile":"none","dateFormat":"none","ableT 
oBeFriend":"none"/YeceivelnboxEmailNotifications'':"none'V'workName'':''airV'icq'':''air',"workZip":"all 
"/'timeFormat":"none"/'cellPhone":"all"/'lastName'':''air',''homePhone'':''none'',''versionTagMode":"no 
ne"/'gender":"none"/'showOnline":"none"/'language":"none"/'homeCity":"none''/'aim'':"air'/'workStat 
e":"all^"emailToPager":"all^"msnlM":"all^ ,, pager": ,, all"}","NULL","NULL"; , NULL"; , NULL","NULL","NULL 
","NULL","NULL","NULL" 

"0^"NULL^"amy.hyatt^"none^"oUx55pmd3cc_w7R7Fghyrw","1306468800","NULL","%M/%D/ o /oy M , M Re 

gular 

Staff^"nested^"amy.hyatt@asu.edu^"NULL","0","Amy","other","NULL","NULL","NULL","NULL","NULL M , 

"NULL^"NULL^"NULL^"English^"Hyatt^"NULL","NULL","NULL","NULL","none","l","0","0","0","NULL"," 

%H:%n 

%p","America/Chicago","useLanguageDefault","5","JKF0ZQCIelWpzAPTJrwQsw","inherited","{"workCity 

":"all"/'department":"all"/'uiLevel":"none"/'homeCountry'':''none'V'homeZip'':''none","firstDayOfWeek" 

:"none"/'photo":"all"/'emair':''air',''receivelnboxSmsNotifications'':''none'V'homeAddress'':"none","allo 

wPrivateMessages":"none'',''timeZone'':''none'V'firstName'':''airV'birthdate'':''none","toolbar":''none'V'y 

ahoolM":"all"/VorkPhone":"all"/'showMessageOnLoginSeen'':''none'V'middleName'':''air',"workURL":" 

aH","signature":"aH"/'homeURL":"none","homeState":"none", "alias" :"all","discussionLayout":"none","w 

orkAddress":"aN","workCountry":"aH"/'avatar":"none","publicProfile":"none","dateFormat":"none"/'abl 

eToBeFriend":"none",''receivelnboxEmailNotifications'':''none'V'workName'':''airV'icq'':''air',"workZip'':" 

all"/'timeFormat":"none"/'cellPhone":"all"/'lastName":"all",''homePhone'':"none'V'versionTagMode":"n 

one"/'gender":"none"/'showOnline":"none"/'language":"none"/'homeCity'':''none'V'aim":"air',"workSta 

te":"all"; , emailToPager":"all"; , msnlM":"all","pager":"all"}"; , NULL","NULL","NULL","NULL","NULL"; , NULL 

","NULL","NULL","NULL" 

"l"; , NULL"; , NULL"; , all"; , 5vJI8QYbWK4orUr5-jflwg"; , 1342501200";'NULL"; ,o /oM/ o /oD/%y"; , Regular 

Staff";'nested","DIRDCMetro@state.gov","NULL","0","Ambassador 

Teddy M ; , other"; , NULL","NULL","NULL"; , NULL","NULL"; , NULL","NULL","NULL"; , English ,, ; , Taylor"; , NULL", 

"NULL","NULL","NULL","none","l","0","0","0","NULL","%H:%n 

%p"/'America/Chicago","useLanguageDefault","5","Qf2XCX8bRaGxQz- 

s5Zm5rg"/Mnherited"/'{"workCity":"all"/'department":''air',''uiLever':''none'',''homeCountry'':"none","ho 

meZip":"none"/'firstDayOfWeek":"none"/'photo'':''air',''emair':''air',''receivelnboxSmsNotifications":"no 

ne"/'homeAddress":"none"/'allowPrivateMessages'':''none'V'timeZone'':''none'',''firstName":"airV'birth 

date":"none'',''toolbar'':''none'V'yahoolM'':''airV'workPhone'':''airV'showMessageOnLoginSeen":"none", 

"middleName":"all"/VorkURL":"air',"signature'':''air',''homeURL'':''none'',''homeState'':''none'',"alias":"a 

H"/'discussionLayout":"none","workAddress":"aN"/'workCountry":"aH","avatar":"none","publicProfile":" 

none","dateFormat":"none","ableToBeFriend":"none","receivelnboxEmailNotifications":"none","workN 



ame'^''airV'icq'V'air^'VorkZip'':''air^''timeFormat'':''none'^''cellPhone'':''airV'lastName'':"air',"homePho 
ne'':''none'VVersionTagMode'':''none'',''gender'':''none'V'showOnline'':"none'V'language":"none''/'home 
City M : M none'\''aim'':''air^'VorkState'':''airV'emailToPager'^''air^''msnlM'':''airV'pager'':''air'}'',"NULL","N 
ULL","NULL","NULL","NULL","NULL","NULL";'NULL";'NULL" 

n^"NULL^"marshcd^"all^"t_vzLmZukpAWWFAzlNqXbw","1293084000","NULL"; ,o /oM/ o /oD/ o /oy ,, ; , Regula 

r 

Staff^ M nested^ M marshcd@state.gov^ ,, NULL^"0^"Carlynn ,, , ,, other"; , NULL ,, ; , NULL ,, ,"NULL ,, ,"NULL","NUL 

L^"NULL^"NULL^"NULL^"English^"Marsh^"NULL"; , NULL","NULL","NULL","none","l","0","0", M 0","NUL 

L";'%H:%n 

%p","America/Chicago","useLanguageDefault","5","8BjSf5UFwzfmXQEDIF8xpA","inherited", , '{ , 'workCity 

'':''airV'department'':''airV'homeZip'':''none'',''homeCountry'':''none'',''uiLever':"none", "photo" :"all","firs 

tDayOfWeek":"none"/'emair':''none'',''receivelnboxSmsNotifications'':''none'V'homeAddress'':''none","a 

llowPrivateMessages":"none"/'timeZone'':''none'',"firstName'':''airV'birthdate'':''none'V'toolbar":"none" 

/VahoolM":"all"/VorkPhone":"all"/'showMessageOnLoginSeen'':"none'',''middleName'':"air',"signature 

":"all"/VorkURL":"all"/'homeURL'':''none'',"homeState'':''none'',''alias'':''air',''discussionLayout":"none"," 

workAddress'':''airV'workCountry'':''air',''avatar'':''none'V'publicProfile'':"none","dateFormat":"none","a 

bleToBeFriend":"none",''workName'':''airV'receivelnboxEmailNotifications'':''none'',''workZip'':''air',"icq" 

:"all"/'cellPhone":"all"/'timeFormat":"none"/'homePhone'':''none'V'lastName'':''airV'gender'':"none","v 

ersionTagMode":"none"/'language":"none"/'showOnline":"none"/'homeCity'':''none'V'aim'':"air',"work 

State":"all"; , emailToPager":"all";'msnlM":"all","pager":"all"}","NULL","NULL","NULL","NULL","NULL","N 

ULL","NULL","NULL","NULL" 

"l","NULL","pavekmm","all","jKXbTiSIOISNufUbN0jlPg","1299650400"; , NULL","%M/%D/%y","Regular 

Staff"; , nested";'pavekmm@state.gov","NULL","0","Melinda","other","NULL","NULL","NULL","NULL","N 

ULL"; , NULL","NULL","NULL","English","Pavek","M","NULL","NULL","NULL","none","l","0","0","0","NULL 

","%H:%n 

%p","America/Chicago","useLanguageDefault","5","gVbJimQb2k_LQrUAY4j4Bg","inherited","{"workCity 
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"WebGUI","1342533149","NULL","0","1342533149","NULL","Active","imo3fPDsaVCq2eml8drT6w","DIR 
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"WebGUI","1291131487","AxkVx02R3ilM3SOs-U63PQ","0","1315337846","l","Active","Wphn-stsK- 
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"WebGUI","1306520035","7tY8ug7xMyghcMlwMbXAXg","0","1326902456","NULL","Active","aKyK5hFY 
vn6thAvPwScx8Q","rkm" 
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"WebGUI","1306520515","7XbF9_7ZAt_GtJkN8kVEOw","0","1311345063","l","Active","EbPjOgM3bL96 
EOOkrlbPsg'V'Mary.Thompson" 

"WebGUI","1296670236","vx6MtdTEBf4VOe7b0OrsQg","0","1310065885","l","Active","FHs4ZeUKeZnJ9 
aplWw06_Q","thompsonmv" 

"WebGUI";'1342535025";'NULL","0","1342535026","NULL","Active","_NzLHAh- 
MoCIY9Jrhf_8sQ","DIRcentral" 

"WebGUI","1326309555","NULL","0","1326902992"; , NULL"; , Active"; , 5boSkxgV7cflqfFvSX33hw","lucas 



"WebGUI","1285426632","NyPzdQEifPygDMJ7hkEUPg","0","1305037796","l","Active","qW5yodOJ_i7W 
YaNHfUYghQ","cpalamara" 

"WebGUI","1299515065","yhyn3hdfdlmd0y9g4ulgpw","0","1311345063","l","Active","WnwlU0DrOAv 
aQmliWp5h_Q","perrymd" 

"WebGUI","1299254929";'WqUE5_0OvzzFdlNQMW7GeQ","0","1311345063","NULL","Active","fVcNis- 
LDmwFiESXgTUVKQ","zaspelrj" 

"WebGUI","1291131487","xbBVAP09ZQ0pRGgvKchPkg";'0";'1294411622","NULL","Active","aVtb2Be80 
pPAHFqRlcbPNg","shiversk" 

"WebGUI","1299256368","uMoVpU- 
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ehlwA","0","1311345063","NULL","Active","LrmdNvPBosrYfZiFtdZ5Bw","zixjl" 

"WebGUI","1299522535","sWzW3IXQbN7E3ahuzwCcxQ","0","1300209242","l","Active","TM_PYgoyCJz 
ExyzB7iUqbQ","KeyackSK" 

"WebGUI","1299255244","slyPg_x2fxyGTjtBDLfhCg","0","1311345063","l","Active","OKrgEcqmmzphR3 
K9bHkBkQ","citrondl" 

"WebGUI","1306520602","lac5cddvsvzhBR9nO0hORw","0","1326902785","l","Active","DOZfcP294Ghl 
mzmrxv3Ylg","twilliamson" 

"WebGUI","1291131487","drGeM4yWqreaXBncLY8Qmg"; i 0";'1301925145","l"; , Active";'uujklEAsKzkN 
pCVONEMbBA","PAB_SME" 

"WebGUI","1291131487","TsPiRzEvFJkywRsJzb3i4A","0","1326903191","l","Active","FIN9CBZ)mkUUo9v 
DAqX83g","Chief Recruiter" 

"WebGUI","1308344519","LgUPxfXjeTAZ55r4Y5WTcg","0","1311345063","NULL","Active","7HRGvWKIyl 
2dYAu-bRtuzA","TeixeiraLM" 

"WebGUI","1306520433","yEVNCYejHd9sRmpXpVMepA","0","1326902508","NULL","Active","UPc2aGrC 
uC-dVAUiYAKcg";'Jeffry.olesen" 

"WebGUI"; , 1299854428","INk6qvwCIFHZCEqAuh2_uw","0","1311345063";'NULL"; , Active"; , _Cf-f0Sd- 
mYf0deiC7wHaQ","LockardJM" 

"WebGUI","1301432204";'ZeBtwVnsfO2Yfyl62EDucg","0";'1311345063"; , NULL ,, ; , Active"; , mU8ySnm0q 
xgstszpyA-8HA","torresr2" 

"WebGUI","1342534972","NULL","0","1342534973","NULL","Active","TTtcp4- 
LK_IOZgkiAIAOOg","DIRsouth" 

"WebGUI","1299254528","Wip3ZpJfGSEzwxQy3T- 
kw","0","1311345063"; , NULL"; , Active";'Vwi6NkT_xzJ4D2EnEuHvfA ,, ; , apfelgr" 

"WebGUI","1308344684","PA9WXzkPYZ9xPABvfswwQg","0","1311345063","NULL","Active","YQe4ZjC6F 
jrhDIGSKzgOJg","DoggettMM" 

"WebGUI","1299711182"; , lfj4JllKZM4fdm776Hw5IQ","0","1311345063"; , l","Active","JnlzgnqhbC9E0V 
wucrmGqA'V'O'MealiaJP" 

"WebGUI","1299253572","TMOcR47_t2oJlNdfnk396w";'0";'1308687562","l","Active","AWK4XcjPLQJv 
DLlwvLCbQQ","baggettrm" 



"WebGUI","1326903403","NULL","0","1326903429","NULL","Active","lkpzlTDc61ihZyXW5eYTDQ","star 
ks-smithad" 

"WebGUI","1319730989","NULL","0","1319813688","l","Active","ilVDrSA8_u42QaNoB3pmxw","FordV 
V" 

"WebGUI","1299710982";'ljBe8Y_eHbSAh90hPQBo4Q","0","1311345063","NULL","Active","4R3FMG7q 
sh4yr80Yzmoicw","CobleH" 

"WebGUI","1306519735","YVE2zdtVDzDfNhz7iPyBug","0","1311345063","NULL","Active","6njl- 
E5mSTZobk9Mm_RsfA","mcclelmw" 

"WebGUI","1299255587","r25EsNMMkLV2DMxL3Xwzjg"; , 0"; , 1311345063","l","Active","LGNlQSX- 
m6HvRmeKIIThsg","kolbss" 

"WebGUI","1342534365","NULL","0","1342534365","NULL","Active","rS6AQSf89olrLb_D9RlgEw","DIRc 

tex" 

"WebGUI","1292948957","xXZRQnQIADuRejT_F8t_- 
g","0","1300209789","NULL","Active","Y9_FjLX70JHBF9Mm5E_AYQ";'pittarellipm" 

"WebGUI","1299711232","hXT7QvBEv27zA5jz- 
UspKA";'0"; , 1311345063","l","Active","DI6ClHbP_GL0Tf7j8WZqlQ","Hart-SerafiniDS" 

"WebGUI","1301948238","tR_y8v3PaBJgcrdnTy3-BQ","0","1311345063","l","Active","i_t6- 
po3ujWxS10ZiJLNJw","DegnanCJ" 

"WebGUI","1296670208","5qNJFlfsDyO_qlaEjnhlTw","0","1311345063"; , NULL"; , Active" / "sqFXwQgyVV 
TlgaLVi4lvxw","mouranye" 

"WebGUI";'1306255981","RYsloCU-oQPQyHQrppmPEQ","0","1311345063";'l","Active","Yut- 
Pbd8X37AHDCpOHhvHg","DOS_conoff" 

"WebGUI","1302186142","ZLFMnW7Seilb8LyQiEe0LA","0","1306317814","l","Active","G4Blq6_lwpLM 
2KOg9hwXpQ","Huon-DumentatAB" 

"WebGUI","1299516414","isddpNgDYTi9dzblh82v3g","0","1311345063" / "NULL"; , Active"; , CcJxlVlgFQ3Ut 
YbPln8oLXA","choeks" 

"WebGUI","1295880814","wHCYEyoA_wldevxKv-tAHw","0";'1326903246","l","Active","B92Bh_K- 
e2cMWHwQ4_FCw","khanfm" 

"WebGUI","1300988110","QxkBrV4FFIxvXHaFN4_dBg","0","1317308993","l","Active","SWfd9LdrKnA05 
WqFDWhOaw'V'mooremel" 

"WebGUI","1306520386","F0YK4azlsv2ba3dHE- 
2LKA","0","1326902099","l","Active","m_UdbddxLljQkbFlliFXhg";'tarmbruster" 



"WebGUI","1333123317","NULL","0","1333123318","NULL","Active","AGfVqqEZ4_yEjQoGLzjw6A","Dry 
RW" 

"WebGUI","1342534714","NULL","0"; , 1342534714"; , NULL","Active","yw3iNlRCszHEacFALMPd2g"; , DIR 

seal" 

"WebGUI","1342534607","NULL","0","1342534607","NULL","Active","mxYno9PwqVC7UsbolKKLXw","DI 
Rsfla" 

"WebGUI","1301406009","hOCTsJEIAR21nng5q9v6aA","0","1311345063","NULL","Active","5sMQy4bB_ 
0ClqbMMSxgM6g","KeasTL" 

"WebGUI","1299515774","tlsZkr7Q_5Be- 
9NzAnDgA","0","1311345063","NULL","Active","7_2NSdoWX5yMwTQJbC2O2g","cummingsjh" 

"WebGUI","1291131487","P2qHDkNETE9j4jTTutkHDw","0"; , 1294411622 ,, ; , NULL","Active","GOGiOgf3Y 
dlaPn5QtGXbmg","stitesrw" 

"WebGUI","1299870928","zljcBDhlnsQCLBtq3AMGpA","0","1311345063","l","Active","SCZEbe_95jWfyx 
bzBuHRfw","HigginsKP" 

"WebGUI","1299711036","QFFnG3VEtUFFgq87bEkNQA","0","1311345063","NULL","Active","IQTabh_A 
hZzLezCwnQDRKg","MarwahaBC" 

"WebGUI","1326309288","NULL","0","1326903058","NULL","Active","ODOPXEQvhG4hByJtVmWUw","e 
ggerp" 

"WebGUI","1299711205","Pem6UaEI62EJOE7D2sUtog","0","1311345063","l","Active","CjxxeEukJ934YV 
RSGDjABQ","DelawieVK" 

"WebGUI","1306519832","5mjxmE9ASjvtMYxF4tkpsw","0","1326902158","NULL","Active","ZWJFg6XzES 
xGj2vwxEZEyQ","bagleygg" 

"WebGUI","1342534547","NULL","0","1342534547";'NULL","Active","iH3jC0f0IYIkjL38xaBYgQ","DIRnym 
etro" 

"WebGUI","1299255845","i5IKV3CGYr4Tia8_Dw20Fg","0","1311345063"; , NULL"; , Active"; , JAPAKDs0Flk 
Erx8K_boPHg","millerkl" 

"WebGUI","1296670254","94lqjdo9gafXfy4cvlGldA","0","1311345063","l","Active","69taMADiOCnUvX 
goBUBEaA'V'hampsonga" 

"WebGUI","1314891237","NULL","0","1314891238","NULL","Active","7ytLXftFAsqDS-mL- 
xVNJg","mattinglycl" 

"WebGUI","1323290865","NULL","0","1336058223","l","Active","oKi6hsOn8kmQ9YiO2CalmQ","mbenn 

avg" 



"WebGUI","1301405932","O3GpSj9xtzgB4XZMllMwtQ","0","1311345063","NULL","Active","D9gwKhtyh 
8GrPYAk8QZ3YA","FultzFG" 

"WebGUI","1340988197","NULL","0","1341317572","l","Active","QzecS8rDTVqHTNDwrtiAsA","carama 
nicaja" 

"WebGUI","1291156341","XPrAi0tLT2xYbi7DMb5KdQ","0","1300209114","NULL","Active","BCpvEd0znw 
hnizGDBpdjPA'V'hasegawacr" 

"WebGUI";'1299516253";'sl5Epz_QlXz5qo0x7YYXA","0","1311345063","NULL","Active","IH- 
KZKK9UuUWE4_aeqgVlg","browncc2" 

"WebGUI","1299253872","lWUyKLHH9Lh_nApPnUibVw","0","1311345063","l";'Active";'ehNQDMAYL 
T8YA4jDKV19pQ","jenksda" 

"WebGUI","1301405834","JnHCluYaH_6pclsCBuFFUQ","0","1311345063","l","Active","62X_hRZICrN7i 
QBCIrYYTg","SlusherDE" 

"WebGUI","1292947826","zdWPQ9_ZNATACG- 
qlceNBQ","0","1294411622","l","Active","bwFtuFYrw3V2zw-p4qOCXQ";'wolfeml" 

"WebGUI","1307373116","Bv0FNT74lbHCs6NetAs_8A","0","1311345063","NULL","Active","SaOG6Yicb4 
2j8kBo-Egr8g","RocheTP2" 

"WebGUI","1326903560","NULL","0","1326903584","NULL","Active";'8o9ZhcHr4mz2MHZMJuFbFQ","va 
lentinD" 

"WebGUI","1294161954","kdpkqhX5GV77qdklP9UvUQ","0","1300209427","NULL","Active","ja0O5NGV 
uJfnNAw02Yu4tw","lunaae" 

"WebGUI","1301409404","x0LoMzYM7La5V25JVGCCaQ","0","1311551400","l","Active","b2IQoXfTHmn 
YurlHbGqSQg";'AllenMC" 

"WebGUI","1301693078","WNgesNwwK0y2Q2xXd6hbXw","0","1308733104","l","Active","9Jt4oYliCfEr 
_Dgl4AylYQ","ParkerJC" 

"WebGUI","1299253004","hDD4zHxRF4KMvSlelvUmXw","0","1311345063","NULL","Active","mHuHPr 
bUbxMu7X)g_xV6wA","mcmullenlc" 

"WebGUI","1299711062","3i8JbSAV0HG2nfF- 
_D9NOA","0","1311345063";'NULL","Active","rNp3KrTKcqJREQuen9XZuQ","KurzbauerRA" 

"WebGUI","1299262633","tKPZNoo4exo94xMKPprb0g";'0";'1300208740","l","Active","mOzlqUNYfloic 
ZQ3yVfPNg","couchwe" 

"WebGUI","1291131487","PG_sN7vkEIUrH7LZKtS3eg","0","1302116482","l","Active","a2NqFykJRolBqc 
adnzVnMQ'V'williamsle" 



"WebGUI","1342534927","NULL","0","1342534927","NULL","Active","Qf2XCX8bRaGxQz- 
s5Zm5rg","DIRdcmetro" 

"WebGUI","1291131487","S3tRNReQejCDbFz- 
ahlyVQ","0","1294411622","l","Active","lz4GSKdJOJTADhvZcYaG6g","DOS_Recruiter" 

"WebGUI","1299252668","Q7Qe0PQ- 
iT7TpzPlQPWiQ","0","1300210052","l","Active","9PY3BwXVWSufV_nNo_nJlw","tietjegl" 

"WebGUI","1306519907","w9cKE2h3mSUIXkSjmAYpiQ","0","1311345063","NULL","Active","7HTIXztwSx 
7VAiFDWY-DNw","ReddickDIR" 

"WebGUI","1291128368","7ZCzFktMsJP- 
QlYGiqSGYg","0","1294411622","l","Active";'llYqAI3fmCHKXJIM3fAtiQ";'forum-moderator-test" 

"WebGUI","1299262743","LgDPFX7oFPaX9M90FVqTEQ","0","1300209857","l","Active","qkvp_5W3UVp 
sjUNFh52G4Q","richardspj" 

"WebGUI","1291131487","X0_GYGYcGeZxAw4W89A3JA","0","1329425747","l","Active";'DCDDw_wLY2 
baHKQuoheZxg","rfriedland" 

"WebGUI","1299255919","Rt4eEp3LT5jAGKFbblCvEQ","0","1311345063";'NULL","Active","T31xVxy7OE 
offl7NTyxJAw","beckjj" 

"WebGUI","1299255495","uZiwhLYkU48Nb6SstWDi4w","0","1311345063","l","Active","HEEcRyQOzw0 
V0BiOMqtBuw","hankinsonsr" 

"WebGUI","1306519783","zJu7cdfek6V0OHWDGIzWjQ","0","1311345063","NULL","Active","q- 
2WI7PFMZU790kiBz6Uzg","ejwehrli" 

"WebGUI","1308345171","0TWohZc--DrhspdG7- 

63Cw","0","1311345063","NULL","Active","b_bkZe3wyzlZ7PGO5wNMzA";'SibillaLC" 

"WebGUI","1291131487","lrvLXfWPjYLtzpSa6BByvw","0","1314822565","l","Active","wQ430lgWUca7m 
YbPsE145A","schallmd" 

"WebGUI","1326309617","NULL","0","1326902890","NULL","Active","BPypQWIdK910ppT9jR9Bnw","tit 
usdm" 

"WebGUI","1299256143","9SGpCHgmXe6hlllOIJAjLw","0","1311345063","l","Active","DyZeDyYTwNSkp 
2n4oDIYnA","ChicagoviaBogota" 

"WebGUI","1310052075","35xZM2RJmRoNug5yQhd3Yg","0","1310739420","l";'Active";'rS5WAGHEV9 
27XB6sLQ4NlQ","roddybl" 

"WebGUI","1326374771","NULL","0","1326903536","NULL","Active","PDh8yPlA8g9FOCZs8v241A","eag 
enkm" 



"WebGUI","1299516552","4LTUb7zLoJ7tlZ276GWt- 
g","0","1311345063","NULL","Active","tO8mgKG0RpHJqlklaAeQrw";'jablonba" 

"WebGUI","1335301150","NULL","0","1335301169","NULL","Active","zZ2ND0qxMB58AwFc9CVS9Q";'C 
arrigSJ" 

"WebGUI","1295880904","s0IKm5ppDSGGmumRRNgxmQ","0","1311345063","l","Active","RAzl3kzDEy 
vGlmGAIGkPlw","wrightmd" 

"WebGUI","1303842989","LvfQ4TzqhNF_q0uotdJkCA","0","1311345063","NULL","Active","Tb2Bp6K3gj 
qsjk7z0pSSYA","perdueCD" 

"WebGUI","1299254638","sEfuo- 
Crb82mauv4UCEOPw","0","1311345096","l","Active","E5NI0DiNixUYwlyMbKMnQw","allerjc2" 

"WebGUI","1319730914","- 
jVXN2UfS_5xzXQ95_Ydqw"; , 0"; , 1319731841"; , l","Active","mngPvVGEOyHlXAqu58slaQ"; , AyalaAY" 

"WebGUI","1299255664","ULp_E3n2X9imtlnFa8PhlA","0","1300208395","l","Active","- 
EkllRFx53lf3gmw055fmA","bremenrdl" 

"WebGUI","1299262706","3INEFI4mBNZgYJPwKiF2aA","0","1301580015","l","Active","8yxdgLQY5Zarbe 
IwZcHgng'V'copherea" 

"WebGUI","1299254841","gHDplqqduQDAjjYaVWV2UQ","0","1311345063","NULL","Active","PvhXf4Bj 
OgwK4T2hps4mPQ","fieldsla" 

"WebGUI","1299522006","8uSerFGpoGzW5yc5481pbA","0","1311345063","NULL","Active","v5_vV8_8k 
eN6A9NeF98zww","swenarskila" 

"WebGUI","1334604674","NULL","0","1334605065","l","Active","NqDW128CDtWCdF_BaDsllA","pfiled 



"WebGUI","1306520347","5bLn2vapPbjroxRj4Hc6WA","0","1326902684","NULL","Active","d7zggUVaqY 
DeP2HR0L89ow","caldip5" 

"WebGUI","1299255337","UHqZJPICbKNINs2OO7aRNA","0","1311345063","l","Active","yvlpGobYP45Q 
3FklMTyF0g","garzar" 

"WebGUI","1306519961","DcQudnlvU8SL7moTCYUWxg";'0","1326902218","NULL","Active","jzUzELgK3 
BELwvqmOF7-4Q","dmblair" 

"WebGUI","1291131487","60QGEbqDXbgSo7zPY5WbHQ","0","1293133902","l","Active","dvhVY0DidBn 
g9kaplysavA","suriar" 

"WebGUI","1292961320","6- 
ui73x_DtYp62EAKvh3iA","0","1333373010";'l";'Active","GAKxncAKonEKjmZe9CiMxQ","DS_Recruit" 



"WebGUI","1299515939","Bbfz- 
0d2rlXqW17MG2JGIQ","0","1311345063","l","Active";'kCfjGueLA3oNFU_vkUvxKw","leeaj2" 

"WebGUI","1333573422","NULL","0","1333629155","l","Active","y5xC7IWixdq4bJHVz_oPBQ","Rhoades 
SD" 

"WebGUI","1299256054","qancRlCZ90pDMceFnlibTg","0","1311345063","l","Active","8nB_ZyolnP5Zik 
aCd6B_kg","ketchummh" 

"WebGUI","1343309075","NULL","0","1343309501","l","Active","M39BRxez821iMzoiuOIJFg","canengu 
ezj" 

"WebGUI","1350486533","qPd7Qi- 
NE9k0rWcAM958wA","0","1353945900","l";'Active";'XiBRv7ZlfnYB10p-OnP_eA","KambaraAM" 

"WebGUI","1301512701","-m-7eJG9- 
ozXzflhr54SCg";'0","1311345063","NULL","Active","c371PbueztZkb-fh8PXTIw","NelsonKG" 

"WebGUI","1291131487","Xkd2P40VE- 
cqlqp8ZmEO4w";'0","1300209209","l","Active","sU4UT2KehfMsVRL9pCZ_Lw","kazmincm" 

"WebGUI","1299255779","PU3dRcZoEcP_TyXqeUzGJQ","0","1311345063","l","Active","9xTcv0IS5jqZLO 
ABYQ6oZw","GraemeLC" 

"WebGUI","1319731029","NULL","0";'1319734152";'l","Active","oWtJwNJt8kY5JRXxYFXfNw","NeilsLL" 

"WebGUI","1295452598","lVDwWSIU5DRZAwjzm7-zJA","0","1326903208","l","Active","LL- 
mihroJ0N8DZ0_y7xP9Q","faltzda" 

"WebGUI","1294079157","2VrrlwqMAhUd7lwqzA4Keg" / "0" / "1294874722"; , l","Active","hX7BIYJyCJgUR 
rUY_R3upA","stoiandm" 

"WebGUI","1289848995","8UmCTxlBHfNxRVoZMF7UPw","0","1300208812","l","Active","EVn_keBQdS 
AHBu_YwJEh8A","cpalacio" 

"WebGUI","1299255411","N19iXVbKfD9vW2KaK- 

WDoQ","0","1311345063";'NULL","Active","_dchEV6XeOitOVHZnn4D2Q","sundl" 

"WebGUI","1299254240","GX3lsvCulGfBcgS12Bwvcg","0","1311345063","NULL","Active","cl54otlHq6o 
et5czdJ_0MQ","allenlg" 

"WebGUI","1299256548","XIQ_lammUQ0ndiXlllj_OA","0","1311345063","l","Active","onmc- 
CbzlsPVHg01TToLWA","pridemj" 

"WebGUI","1299262577","zhN4ECJkT06l3qhB5jTM5A","0","1311345063","l","Active","6XIPrbyo3uEIQw 
rNVgRt6w","benjaminsonaw" 



"WebGUI","1299254361","p6eB3lcrrh_Qpx8PpA9xRQ","0","1311345063","NULL","Active","O8KFTgPQl 
noOOQJ0yE0gOg","scharpfnt" 

"WebGUI","1291131487","sNfBe-ibo0gfklK7KNBC_Q","0","1295380155","l","Active","8PD- 
K17hQn2ZBtpayGVMwQ" ; "smithse" 

"WebGUI^"1299256255","gd9eilXhgMiedGPjDlMrgw","0","1311345063","NULL","Active","O9h8IXm8 
QLmmXYnwbeHlbA","muehlkedv" 

"WebGUI","1306520559","K- 
xlPzDC9Y5cFZm6SdlReA","0","1311345063","NULL","Active","05m0tWfEYn6HwAaCXa_grw","johnsk77" 

"WebGUI","1299514705","TQ2IRnmYunEXuksAJwMcDQ","0","1311345063","NULL","Active","Qpl7qqlvS 
-qTTkw4r3_VAA","georgeae" 

"WebGUI","1326903297","NULL","0","1326903297","NULL","Active";'xRfs- 
aQpSFCipaqiYV4HLQ","coleybj" 

"WebGUI","1299854474","5_ei3rnYggnmmr2risff0g","0","1311345063","NULL","Active";'EEnKOPpNxy_ 
hsBk3m5v0jw","CarletonJC" 

"WebGUI","1299522352","L7JvjYM0ki_IYBY9j758kA","0","1311345063","NULL","Active","94q4VwzZxQk 
J_pjUzU2cQg","leasburgtb" 

"WebGUI","1299711310","ATEj8IBjc4BSFMq5_4XeeA","0","1311345063","NULL","Active","ZY8dlC9vU8 
hKJ5cdThyEUQ","WittmannCE" 

"WebGUI","1326374925","NULL","0","1326903511","NULL";'Active" ; "- 
olNpm6iEGVm6CZ3oL4ylw","norrisje" 

"WebGUI","1291131487","OHS6XT6JVaAya46V-llXug","0","1335540674","l","Active";'b- 
q7rnV8qXhP5wVeGthkUQ","barrera" 

"WebGUI","1299258039","8XVi_-Cx0j-Q0zrA3Duxsw","0","1311345063","l","Active";'gZQIGj- 
FCnlTkEHhKqEUIA";'forums-test" 

"WebGUI","1294161864","bqJ9RojCRxnU2V_ku748TQ","0";'1300209813","l","Active","9upNWUHIjR3 
mfieGpqKIRQ","popewp" 

"WebGUI","1308345025","ctzXNFitH3QuqGXKlhFegA","0","1311795883","l","Active","MFsWgDje92At 
ae9M_l-Eww","RoeCE2" 

http://pastebin.com/styx47M2 



